Exam Code: AND - 402

2)ATC

And r'0| d V(.ersion 5
Security Essentials

.

°
Q.
o
'@
0
c
:I
e
<

Understand Android’s security model and architecture.

Build Android applications with security best practices in mind.
Build more robust applications that appeal to clients.

Build a new Android application for each Android security lesson.

Android
Studio

By Android ATC Team www.androidatc.com




Android ATC
Android™ Security Essentials

Course Code: AND-402 version 5
Hands on Guide to Android Security Principles



Android ™ Security Essentials

Course Code: AND-402 version 5
Copyrights © 2015 Android ATC

Published by: Android ATC

First Printing May 2015.

ISBN: 978-0-9900143-5-5

Information in this book, including URL and other Internet Web site references, is subject to change
without notice. Complying with all applicable copyright laws is the responsibility of the user. Without
limiting the rights under copyright, no part of this document may be reproduced, stored in or introduced
into a retrieval system, or transmitted in any form or by any means (electronic, mechanical,
photocopying, recording, or otherwise), or for any purpose, without the express written permission of
Android ATC.

Android ATC is not responsible for webcasting or any other form of transmission received from any
linked site. Android ATC is providing these links to you only as a convenience, and the inclusion of any
link does not imply endorsement of Android ATC of the site or the products contained therein.

Android ATC may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except when expressly provided in any written
license agreement from Android ATC, the furnishing of this document does not give you any license to
these patents, trademarks, copyrights, or other intellectual property.

Android Security Essentials is a detailed guide on the basics of Android security best practices. The book
is accompanied with practical hands on examples, illustrations, and practical labs. It will help you build
your Android application with security in mind.

Lessons in this book cover a wide range of security related topics. It starts off with a through guide on
Android permissions then moves to the manipulation of application policy. It also explains the principles
of user privacy followed a guide on all secure data storage techniques available in Android system.

Warning and Disclaimer

This book is designed to provide information about “Android Security Essentials” course with exam AND-
402. Every effort has been made to make this book as complete and as accurate as possible, but no
warranty or fitness is implied.

Exam

You can examine your knowledge on the content of this book by taking the online exam AND-402
through PearsonVUE testing centers worldwide. Passing this exam is one step in the path to become an
“Android Certified Application Engineer”. For more information, visit:

http://www.pearsonvue.com/androidatc/



Trade Mark Acknowledge

All terms mentioned in this book are known to be trademarks or service marks have been appropriately
capitalized. Use of a term in this book should not be regarded as affecting the validity of any trade mark
or service mark.

Android is a trademark of Google Inc. The Android robot is reproduced or modified from work created
and shared by Google and used according to terms described in the Creative Commons 3.0 Attribution
License.

Course Prerequisite

The prerequisite for this course, the trainees must have good knowledge in Android application
development in the first place, if not, it is recommended to start with the "Android Application
Development" course, which available in the Android ATC web site, self-study tab.



Table of Contents

Lesson 1 Permissions

T oL o Yo [ To3 AT o o F TP PP PRSP 1-2
ANdroid Platform ArChITECIUNE........uiiiiiii it 1-2
ANAroid SECUTIItY ArCNITECTUIE. ... .iiiiiiiie e e e 1-3
P Y o] o] [Tox=1 1 o] a JE=1Te T 11 4o TSP SP RPN 1-3
INStalliNG APPHCALIONS. ......eeiieiiie e e e e ee e s 1-4
S 0 0 1T 0] 1-4
REAT L NV =T 1SS [0 1 1-4
ENfOrCIiNG PEIMISSIONS. ....eeiiiiieiiiiiitt ittt e e e e e e e s e e e e e e e e 1-5
LEVEIS Of PrOtECTION . .uiiiiiiii et e e e e e s e e eee e e e e eaaan 1-5
Normal Permissions or Level-Zero PermiSSIONS..........couuiiviviiiieeeeeiiiiiieeeee e e s essiieeeeeees 1-5
Dangerous Permissions or Level-one PermiSSioNS..........c.cuuvviiveeriniiiiieeeeeee s 1-6
Signature Permission or Level-two PermiSSIONS..........coooiiiiiiiiiieeeiiiiiieeeee e 1-7
Signhature and System Permissions or Level-three Permissions.........ccccccccvvvvevievvnennen. 1-8
Application LeVEl PEIMISSIONS . ......uuiiiiiiieiiiiiiiie ittt e e e e e e e e 1-9
Adding system permissions required by an application.............cccccceeviiiiiiiiiiiee e 1-9
Declaring permissions required by other appliCations............ccccvvvvivieeriniiiiiiieeee e 1-11
Component [eVEl PeIMISSIONS . ......cuiiiiiiieie ettt e e e ee e s 1-12
AACTIVITY .ttt e et et e e e e bttt e e e e e e et e e e e e e e e e e e e e e e nnnees 1-13
Y= o = 1-14
(O0] 01 (=] 010 = (0 )Y/ T =T TP PRSP 1-15
BroadCast INENTS........uuiiiiiie e e e e e e e e s r e e e e e e s snreneeeeeeeeeenns 1-15
Extending Android PermiSSIONS.....c.uuiiiiiiie ittt e e e e s eeee s 1-16
Adding a NEW PEIMISSION.......cccoiiiiii e 1-17
Creating a PErMISSION GIOUP........cuvuiuieieiiieiiieeeeeeeeee e et ee e ee e e et eeeeeeeeaeaaeataeaaaaaaaaaaaaaaaaaaaaaaas 1-18
Creating @ PerMISSION IrBE..... .. ittt ettt e et e e e s e e e e e e s e eaeeeesaa e 1-19
1-20
Lab 1: Securing Applications Using PermiSSioN........cccooooiuiiiiiiiiiiiiiiiiieeeee e
Create an application t0 USE PEeIMISSION..........iiiiiieeiiieiiieiieei s aaaeaaeeseereerenseensrssane 1-21
Create permiSSioN @Nd GCCESS ... ..uiiiiiiiiiiiiiii e e it e e e s e e e et e e e e e s e s annes 1-32

Lesson 2 Managing the Policy File

T e LA e To [V Lo} 4 o o H PP PRPPRPR PO 2-2
THE ManNITEST FilE. ... e e e s e 2-2
Attributes of ManIfESt Tag. .. .ci e 2-4
Attributes of APPlICAION TaQ. ... i et 2-5
Modifying APPlICAtiON POIICY ... e 2-8
Applications running with the same LiNUX ID...........coocuiiiiiiioiiiiiieee e 2-8
Setting appliCationN PEIMISSIONS. ... .uuuuuueuuueeieiiieeeieeeieaenueteteeaeeeaeeeeeeeeeeeeeeeseeeeneeeeeeseeneeeenees 2-9
Permissions for external appliCationsS. ...........coooiiiiiiiiiiiie e 2-9
EXIEINAI STOTAGE. ....ceiiiieiiiiiiie ettt e e e e e e s e e e e e e s e e e 2-10
Debugging MOGE........coooiiiooii e e 2-11
= Tod (o PP 2-12
2-13
Lab 2: Defining the Application’s Policy File...................cooooii i,
Creating two applications with the same LinuX ID.........ccoooiiiiiiiiiiiee e 2-14
Backing up Data on CloUd StOrage...........uuuuuuuururuiiiiiiitieiiieiie s asnaeansaasasnasnnnnnne 2-26
Debugging the APPIICALION...........uuuiiiiiiiieiii e ee e be s beesbeeseseseesaeasesensees 2-37

Moving application to the Internal Memory of the DevVice.........ccccooiiioiiiiiiiiee 2-41



Lesson 3 User Data Privacy and Protection

LN o T LU o] § o Y o PSPPSR 3-2
Data SECUNITY PriNCIPIES ... ittt e e e e e ee s 3-2
CONTIAENTIAIILY. ...t e e e e e e e e e s s re e e e e e e aaans 3-2
10 1=To 13T PP PP PPPPPPRPI 3-2
AVAIADIITY. ...eeveeiiieieeeeee 3-2
The Mobile ENVIFONMENL.........oooi e e 3-3
DALA STALES. ... ettt e e e et e e e e e e e e e ae e aas 3-4
Vulnerabilities and Attacks against Stored Data...........cccoooeuviiiiiiieieniiiiieeeee e 3-4
Vulnerabilities Of StOred Data............uvviiiiiiiiiiiiii e 3-4
Threats t0 StOred Data...........ocvvviiiiiiiiiiiiee e 3-5
ProteCtion PriNCIPIES. ... e e 3-5
Digital rightS ManagemeENnT..........o i e e e 3-6
Tips for Android Coding VUINErabilities. ...........coooiiiiiiii e 3-8
3-9
Lab 3: Data Confidentiality and ProteCtion...........c.eeveeeiiiiiiiiiiiieeee e
Lab 3-1: Ensuring Data Confidentiality.............ccccccoeiiiiiiiiii 3-10
Lab 3-2 : Protecting Application Data with Permissions...........cccccccccviiiiiiiiiiiieeeeeee 3-28

Lesson 4 Securing Storage

1N o T LU o] £ o ¥ o PSP 4-2
D= U= I (0] = (o [0 LYo =] T o 1 4-2
e 1172 103 TP PP PP PPUPPPRPI 4-2
(D= 1= WS (0] = 1o [T o 1= o Lo S 4-2
StOrage MECHANISIMIS . ....uiiiiiiiie et e e e et r e e e e e e e 4-2
Y = Ug=To I o] =) (=T =] o o2 4-3
Creating a preference file........... 4-3
LAY g1 lo I T (=1 (=T (=] 0o =T PPPPPPPPP 4-4
PrEfEIENCE ACHIVITY. .. . ittt e e e e e e et e e e e e e e e 4-5
=TRSO 4-5
(O1g=T: (1] aTo =T {1 1T 4-5
WIHEING 10 @ 1B, e e et e e e e e e e e 4-6
Reading from @ filE.. ... 4-6
File operations on an external StOrage.........cooveeeiieiiiii i 4-7
L0 Vo] o 1P 4-8
REATING PrefEIENCE. ... coi i i ittt e e e st e e e e s e e anees 4-4
= 1= o = L= =TSP 4-9
4-12
Lab 4: Data Storage ApPPliCatioNS. ...
USING Shared Pref@rEnCeS. .......ooi i 4-13
1LY (o] =T [ @ 0 T=T = o] TP 4-19
Storing data in CaCRE..........ui e 4-45
SQLIte DAtabase STOTAGE......cceiiiiiiiiiiiie ettt e e e e et e e e e e e aane 4-53

Retrieve Gmail Account Info Using ACCoUNt Manager........ccoooviiiiieeeeeeeeeeeeeeeeeeeeeeee e 4-61



=, ATC

ANDROID STUDIO AND SDK INSTALLATION
GUIDE

INTRODUCTION

This document provides a guide on how to install all software needed to setup your machine for
Android applications development.

SOFTWARE NEEDED

1. Java SDK. This includes the Java virtual machine and development tools, which allows

you to compile and run your Java code.

2. Android SDK platform. This is the set of programming libraries and APIs that provides
the necessary methods and interfaces to develop Android applications and allows you to
compile your code. Each Android version is a platform that can be installed using SDK
manager (check the lab). If you want to develop an Android application for a specific
version of Android, you must install the SDK platform for that version.

3. Android Studio. This is the official Android IDE.

4. Android SDK Tools. A software component that includes a complete set of

development and debugging tools for Android SDK.

5. Android SDK build tools. This is the software component required to build Android
application code after a developer finishes building the application. The build tools are

continuously running during development to facilitate the testing process for a developer.

The last four software components are bundled into one installation file as described in section
‘Install Android Studio Bundle’



Lab Setup

The following is a step-by-step guide on installing the software required for Android development. There
are two main components your must install on your machine are Java SDK and the Android Studio
Bundle.

JAVA SDK
Install the latest Java SDK compatible with your operating system by following these steps:
1. Visit the following link to download the latest version of Java SDK (JDK).

http://www.oracle.com/technetwork/java/javase/downloads/index.html
Note that your need at least JDK version 7.0.

2. Click on ‘DOWNLOAD’ under JDK.

[ Java Platform, Standard Edition

Java SE 8u40

This release includes important security fixes. Oracle strongly recommends that all Java SE &
users upgrade to this release.

Learn mare »

= Installation Instructions JDK
= Release Notes

= Cracle License

= Java SE Products Server JRE

= Third Farty Licenses

« Certified System Configurations

= Readme Files

= JDK ReadMe JRE

= JRE ReadMe

3. Click on ‘Accept License Agreement’ in the table titled ‘Java SE Development Kit’

Java SE Development Kit 8u40

You must accept the Oracle Binary Code License Agreement for Java SE to download this
software.
‘ Decline License Agreement
Product [ File Description ‘ File Size ‘ Download

Linux x86 14685 MB ¥ jdk-Bud0-linux-i586.rpm

Linux x86 166.82 MB ¥ jdk-Bu4D-linux-i586 tar.gz

Linux x64 14514 MB % jdk-Bud0-linux-x64.rpm

Linux x64 16519 MB ¥ jdk-BudD-linux-x64 tar.gz

Mac 05 X x64 22189 MB ¥ jok-Bu40-macosk-xfi4.dmg

Solaris SPARC §4-bit (SVR4 package) 131.89 MB % jdk-Bu40-solaris-sparcve tar.Z

Solaris SPARC 64-bit 9283MB ¥ jdk-Su40-solaris-sparcvd.tar.gz

Solaris x54 (SVR4 package) 13945 MB  # jdk-BudD-solaris-xG4.tar.Z

Solaris x64 95.82MB ¥ jdk-BudD-solaris-x54 tar.gz

Windows x86 17571 MB ¥ jdk-BudD-windows-i586.exe

Windows x64 18019 MB ¥ jdk-Bu40-windows-x64 exe


http://www.oracle.com/technetwork/java/javase/downloads/index.html

4. Click on the link under Download to download the JDK version compatible with your
operating system. For example, download the file for ‘Windows x86’ if your operating
system is a Windows 32-bit, or Windows x64 if your operating system is Windows 64-
bit.

5. Run the installation file when the download finishes then follow the installation wizard.

INSTALL ANDROID STUDIO BUNDLE

Now that Java SDK is installed, follows these steps to install Android Studio Bundle.

These are all the components you need to start Android development and they are all included in
the Android Studio bundle.

e Android Studio IDE

e Android SDK tools

e The latest Android platform (Android 5.0 - Lollipop)

e Android 5.0 emulator system image so that you can test your applications using an

emulator of Android 5.0 (Lollipop)

To install Android Studio bundle:

1. Open the following link to download Android Studio:
http://developer.android.com/sdk/

An d rO i d The official Android IDE
Studio pr— |

« Android SDK tools
« Android 5.0 (Lollipop) Platform

« Android 5.0 emulator system image
with Google APls



http://developer.android.com/sdk/

2. Click the “Download Android Studio” button.

Download

Before installing Android Studio or the standalone SDK tools, you must agree to the following terms and conditions.

3.1 Subject to the terms of this License Agreement, Google grants you a limited, worldwide, royalty-free, non-
assignable and non-exclusive license to use the SDK solely to develop applications to run on the Android platform.

3.2 You agree that Google or third parties own all legal right, title and interest in and to the SDK, including any
Intellectual Property Rights that subsist in the SDK. "Intellectual Property Rights" means any and all rights under
patent law, copyright law, trade secret law, trademark law, and any and all other proprietary rights. Google reserves
all rights not expressly granted to you.

3.3 You may not use the SDK for any purpose not expressly permitted by this License Agreement. Except to the
extent required by applicable third party licenses, you may not: (a) copy (except for backup purposes), modify,
adapt, redistribute, decompile, reverse engineer, disassemble, or create derivative works of the SDK or any part of
the SDK; or (b) load any part of the SDK onto a mobile handset or any other hardware device except a personal
computer, combine any part of the SDK with other software, or distribute any software or device incorporating a
part of the SDK.

3.4 You agree that you will not take any actions that may cause or result in the fragmentation of Android, including
but not limited to distributing, participating in the creation of, or promoting in any way a software development kit
derived from the SDK.

¥ | have read and agree with the above terms and conditions

| |

3. Accept the terms and conditions then click on “Download Android Studio for
Windows” button. This will start the download of an executable file called android-
studio-bundle-xxx.xxxxxxx.exe, where xxx.xxxxxxx refers the build number. The button
label and file name would change if you are using a Mac machine because the download
webpage will automatically detect your system.

4. Run the installer file to start the installation wizard.

5. Follow the installation wizard steps. Note that you should specify the location of the
Android SDK folder if you already have the SDK installed on your machine. This is an
important step to follow if you want to use the installed Android SDK tools, platforms,
system images...etc. instead of using the single platform and system image that come
with Android Studio installation bundle. If, however, you have not previously installed
Android SDK, or you want to use the one that comes with Android Studio, keep the
default location.



.
® Android Studio Setup " ==l

Configuration Settings
H Install Locations

Android Studio Installation Location

The location specified must have at least S00MB of free space.
Click Browse to customize:

C:\Program Files\Android\Android Studio

Android SDK Installation Location

The location specified must have at least 3.2GB of free space.
Click omize:

C:\AndroidATC\android-sdk Browse...

< Back l[ Next > ]I Cancel

6. Open <path_to_Android_Studio_installation>\bin and run studio.exe if you have a 32 bit
machine or studio64.exe if you have a 64 bit machine. You will see the following splash

screen during startup.

“% Android

Studio

Powered by Intelli) Platform




7. Wait for few seconds for the startup of Android Studio then you will see the following

screen:

# Android Studio

Q Welcome to Android Studio

Recent Projects Quick Start
U

=1

=k Starta new Android Studio project
ED Open an existing Android Studio project
o1

E‘w Import an Android code sample

VCS . .

¥ Check out project from Version Control
|

ENKJ Import Non-Android Studio project
Jg Configure

rl;? Docs and How-Tos

Android Studic 10 Build 1351623389, Check for updates now.
=

Now Android Studio is installed on your machine and ready to be used for Android Development.

Note that the latest emulator included with the Android Studio bundle requires
~ L.~ higher system specs for optimal performance. It is recommended that your
@ machine has at least 4 GB RAM to get a smooth training on the latest Android

ATC courses.




Android Security Essentials
Exam (AND-402) Sample

Q1. What are the permissions that are granted automatically without user’s

approval?

Signature Permissions
System Permissions

Dangerous Permissions

o0 wp

Normal permission

Answer: D

Q2. Which of the following permissions is most dangerous and can cause
severe damage to Device?

A. BRICK

B. REBOOT

C. SHUTDOWN

D. ACCESS_WIFI_STATE

Answer: A

Q3. What is the reason for using Permissions in application development?

To protect data and code
To create patent
To make it work better

o0 ®p

Application cannot be created without permissions

Answer: A



Q4. Which of the following is correct about Android permission
PROCESS_OUTGOING_CALLS? (Choose two)

A. Allows an application to access call logs.
B. Allows an application to monitor or abort outgoing calls.

C. Allows an application to record outgoing calls.
D. Allows an application to divert incoming calls.

Answer: B & C

Q5. Which XML tag is used to access protected features of the device?

A. <uses sdk>

B. <uses—permission>
C. <application>
D

. <permission>

Answer: B

Q6. Android permissions can be extended by

Using keyword “extends”.
Creating custom permissions in manifest file.

Permissions cannot be extended.

o0 wp

None of the answers are correct.

Answer: B

Q7. Tag <grant-uri-permission> is contained in which parent tag?

E. <activity>
F. <service>
G. <provider>
H

. <receiver>

Answer: C



Q8. Which of the following is NOT true about “hasCode” attribute of
<application> tag?

A. Its default value is true.

B. When the value is false, the system does not try to load any application
code when launching components.

C. There is no such attribute “hasCode” because every application contains
some code and settings false cannot be an option.

D. It is only possible that an application would not have any code of its own,
in case it is using nothing but built-in component classes.

Answer: C

Q9: Which of the following is NOT true about the “label” attribute of the
<application>tag? (Choose two)

A. It should be set as a reference to a string resource.

B. It cannot be a raw string.

C.ltis a user readable label for the application as a whole.

D. Its default value is same as that given to the “description” attribute.

Answer: B and D

This book can be ordered in a hard copy format. The total price of the book including shipping and handling

is 60 USD (Always delivered globally within 4 business days using express shipping).

Click here to order now
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